
  

Abstract— Routing policies used in the Internet can be 
restrictive, limiting communication between source-destination 
pairs to one path, when often better alternatives exist. To avoid 
route flapping, recovery mechanisms may be dampened, making 
adaptation slow.  Unstructured overlays have been widely 
proposed to mitigate the issues of path and performance failures 
in the Internet by routing through an indirect-path via overlay 
peer(s).  

Choice of alternate-paths in overlay networks is a challenging 
issue. Ensuring both availability and performance guarantees on 
alternate paths requires aggressive monitoring of all overlay paths 
using active probing; this limits scalability when the number of 
overlay-paths becomes large. An alternate technique to select an 
overlay-path is to bias its selection based on physical disjointness 
criteria to bypass the failure on primary-path. In this paper, we 
show how Type-of-Relationship (ToR)-Graphs can be used to 
select maximally-disjoint overlay-paths.   

I. INTRODUCTION 
End-to-end paths in the Internet sometimes fail to deliver the 

Quality of Service (QoS) required by some applications. For 
many user-perceived performance failures/faults there exists a 
redundant path available which can be used to actually prevent 
or “mask” the fault from the end user by using quick switch-
over mechanisms. One study [1] shows that for almost 80% of 
the paths used in the Internet there is an alternate path with 
lower probability of packet loss. On detection of failure on 
primary direct-path, the Internet switches to alternate direct-
paths learnt through the Border Gateway Protocol (BGP). 
Despite being highly scalable, BGP only addresses 
reachability, without similar guarantees for QoS, and in the 
event of a failure uses a trial and error method to investigate 
each path in turn. When the direct-path between two hosts fails, 
overlay networks can quickly establish an indirect-path through 
intermediate host/s. It is found that majority of direct-path 
failures can be bypassed by an indirect-path through a single 
intermediate overlay-host (one-hop overlay path) [14] (Figure 
1a). 

 Overlay-networks will only improve service if the chosen 
alternate-path is not affected by the failure on the primary-path. 
This will likely be true if the alternate-paths are disjoint from 
the primary.  In this paper, we present an approach for 
 
 

 

selecting disjoint paths using Type-Of-Relationship (ToR) 
graphs; the idea is the selection of candidate indirect-paths 
through overlay-hosts based on maximal-disjointness from the 
direct-path. We validate our findings using real-world Internet-
data from the Active Measurement Project (AMP) [2] to 
quantify the benefits of choosing paths that are disjoint in terms 
of Autonomous Systems (ASs) they traverse. 

Section II describes ToR-graphs briefly; In Section III we 
present a greedy-approach for finding maximal AS-disjoint 
overlay-paths. In Section IV we evaluate the performance 
using real-world Internet-data. Section V discusses related 
work and Section VI summarizes the key findings of the paper. 

II. TOR (TYPE-OF-RELATIONSHIP) GRAPHS 
The Internet is composed of a large number of autonomous 

networks (ASs). Each AS is independently administered. To 
route a packet from one host to another it must pass via several 
different ASs. ASs can be characterized into two broad 
categories, transit ASs and stub ASs (Figure 1b). Stub-ASs are 
located on the edges of the Internet and typically have few 
connections to neighboring ASs (usually one, perhaps a few if 
multi-homed) whereas transit ASs usually have more 
connections to neighboring ASs. Each sub-network learns 
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Figure 1a. Indirect-path through overlay-host when direct-path fails. 
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about global reachability to different hosts in the network by 
exchanging route advertisements with immediate neighbors. 

Gao [3] first showed that besides the ‘generic’ transit-stub 
architecture, three dominant types of commercial-relationships 
occurred between ASs, namely customer-provider (C-P), peer-
peer (P-P) and sibling-sibling (S-S). Customers depend on their 
respective provider networks for connectivity (the providers 
acting as a transit for them), usually in exchange for a fee. 
Peers (and siblings) are networks which are similar in scope 
and can exchange traffic (destined for each other’s customers) 
between each other without a fee, for mutual benefit. C-P, P-P 
and S-S relationships are all relative in that a particular AS can 
have different relationships with different adjacent ASs. Gao 
[3] finds that the percentage of C-P , P-P and S-S  relationships 
are roughly 90.5, 8 and 1.5 respectively. 

Gao [3] also showed that the Internet uses “valley-free” 
paths between hosts which are defined by policies. The term 
“valley-free” refers to the hierarchy formed by customer-
provider relationships.  Traffic is permitted to pass up the 
hierarchy (from customers to their providers) at the source end 
of the path, but can only pass down the hierarchy in order to 
approach the destination; a provider cannot use one of its 
customers to connect to another provider, since that would 
form a valley. This favors the commercial-relationships 
between providers and customers so as to: (a) maximize the 
provider profit; and (b) avoid unnecessary routing loops. 
Figure 2 shows some examples of valid valley-free paths.  

Type-of-Relationship (ToR) graphs [4,5] with vertices 
representing ASs show the customer/provider/sibling 
relationship between adjacent ASs, using directed edges for C-
P relationships and undirected edges for P-P and S-S 
relationships [3]. For consistency, and without loss of 
generality, P-P and S-S relationships can be represented by two 
directed edges by introducing a virtual-provider node in 
between them [5]. We adopt this technique to map P-P and S-S 
edges in the ToR-graph (Figure 3). Note the ToR graph is a 
directed AS graph only depicting the relationship between ASs 
(C-P, P-P or S-S) unlike the undirected AS graphs used in [7] 
where an edge between two ASs depict physical path-delay of 
inter-AS links.  

C-P, P-P and S-S relationships are never explicitly revealed 
because of commercial-agreements. However, by reading BGP 
dumps one can access AS paths (described above) which can 
help in inferring the type-of-relationships between adjacent 
AS-pairs using simple intuitive rules specified by the valley-
free routing model. For example, previous works [3,4,6] 
identify valley-free paths as those having either (a) an uphill 
path, a P-P edge, and a downhill path in order; or (b) an uphill 
path and a downhill path in order (Figure 2).  

Existing research finds that intuitive approaches like Earliest 
Divergence Rule [15] can help in finding disjoint-paths using 
the knowledge of AS paths between hosts (through trace-
routes). We find that only by mapping such AS information 
into a ToR-graph we can use more elegant algorithms for 

computation of AS-disjoint paths that can give non-negligible 
improvement over such approaches.  

III. MAXIMALLY-DISJOINT PATH COMPUTATION  IN TOR-
GRAPHS USING GREEDY APPROACH 

A. Finding Valley-Free Edge-Disjoint Paths 
To avoid a failure affecting a path, we need an alternate path 

which is physically-disjoint from this primary path; such paths 
can be either vertex-disjoint or edge-disjoint, where paths do 
not share edges. Our focus is on computing edge-disjoint 
valley-free paths in the ToR-graph, since this problem is shown 
to be solvable in polynomial-time while the corresponding 
vertex variant of the problem is NP-hard [5].  

Computing all mutual edge-disjoint paths simultaneously 
between all possible pairs of vertices v ∈ V, in a graph 
G=(V,E) is a NP-complete problem [8]. However, if we are 
only interested in computing edge-disjoint paths between two 
nodes s and t, then the problem becomes tractable [8].  

To search for valley-free edge-disjoint paths in a ToR graph, 
Erlebach et al [5] proposed a two-layer graph (H), constructed 
from a ToR-graph G=(V,E) and s,t ∈ V (see Figure 3). H is a 
directed graph obtained by making two copies of the original 
graph G, called the lower and upper layer. In the upper layer all 
edge directions are reversed. Every node in the lower layer is 
connected with ‘n’ artificial edges to the corresponding copy of 
that node, denoted by v’, in the upper layer. These edges are 
directed from v to v’. The justification of Erlebach et al’s two-
layer graph is as follows, and comes from the previously stated 
view of valid valley-free paths as being the concatenation of a 
set of forward edges (uphill-path) and a subsequent set of 
backward edges (downhill-path). A valid path p=v1,…..,vr in G 
with v1=s and vr=t is equivalent to a path in the directed graph 
H in the following way. The forward part of p, i.e. all edges 
(vi,vi+1) ∈ p that are directed from vi to vi+1, is routed in the 
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Figure 2. Example of valid and invalid valley-free paths in ToR-graphs  
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Figure 3. Example of valid valley-free path in the original ToR-graph 
(G) (top) and the relaxation using the 2 layer model (bottom). 



 
 

 

lower layer. Then there is a possible switch to the upper layer 
(there can be at most one such switch, enforced by directed 
artificial links between G and its reverse). The backward part 
of p is routed in the upper layer (see Figure 3). The n parallel 
artificial edges of type (v,v’) going from each node of the lower 
layer to its corresponding copy in the upper layer have been 
added to H so as to ensure that an arbitrary number of paths 
arising from edge-disjoint paths in G can switch from the lower 
layer to the upper layer. Erlebach et al [5] show that the two-
layer model yields an optimal solution to finding the maximum 
number of valley-free edge-disjoint paths.   
B. Finding Maximally-Disjoint Paths  

To compute such maximally-disjoint paths using the ToR-
graph, we use a greedy-approach. We briefly formalize our 
technique for searching edge-disjoint valley-free paths between 
source-destination hosts. Given a directed ToR-graph G=(V,E) 
(where v ∈ V, e ∈ E) and two distinguished nodes s (the 
source) and t (the destination); the search-algorithm starts out 
with an empty solution set S and in each subsequent iterations, 
the shortest-path is found between s and t. Once a path px is 
found, it is added to S and the edges used in the current path 
are deleted and the process is repeated on the remaining graph 
until no further s-t path can be found. The path found in the last 
iteration is taken as the candidate path which is maximally 
disjoint from the primary (direct) route between hosts.  

Since, Internet selects shortest paths between hosts, by 
eliminating shortest paths first, the path found in the last 
iteration is most likely to be maximally disjoint from the 
primary path and identifies ASs not used on the direct path. 
Computing the shortest path in the AS graph to approximate 
the shortest Internet path is challenging problem as argued by 
[7]. This is due to the facts that sometimes Internet does not 
select shortest paths due to BGP policies and that there may be 
more than one shortest-path with same number of AS hops. 
However, these issues can be resolved as suggested in [7] by 
using additional criteria such as making use of the fact that AS-
paths are transitive and symmetric.  Since, in this paper the 
ToR graph is constructed using only AS-paths between overlay 
end-hosts instead of reading BGP dumps, the ToR-graph is 
sparse and hence the number of paths between any hosts is not 
large. Also, note the aim of the greedy-approach is not to 
predict the shortest-path between hosts likely used by Internet 
but on the contrary to only identify the ASs on the most-
disjoint valley-free path.   

IV. PERFORMANCE EVALUATION 

A. Methodology and data sets used to construct ToR-graph 
We use path and delay measurements collected between 62 

Active Measurement Project (AMP) [2] hosts from North and 
South America during two 24 hr periods on June 30 and 
August 31, 2006. These datasets provide about one round-trip 
time (RTT) delay measurement for each pair of nodes per 
minute, and IP-trace-route information obtained around once 
every ten minutes. While the aim of an overlay network may 
only be to optimize the one-way delay, which may differ for 
different directions due to asymmetric Internet paths, two-way 
delay-measurements, such as RTTs, have been shown [10] to 
be strongly correlated (with a correlation-coefficient of 0.87) to 
one-way delays, and so form a reasonable basis for inferring 
one-way delays.     

To construct ToR-graph, we first identify all ASs used by 
paths between all possible AMP hosts (3782=62*61). We 
identified a total of 4400 unique IP-addresses from the IP trace-
route information. To map these IP addresses to AS numbers 
we use the IP-to-ASN Whois Service from Cymru [11], which 
provides mappings for user-specified dates using GNU netcat 
utility[12]. Using the results from this service we identified a 
total of 275 unique ASNs.  To find the relationships between 
these ASs (C-P, P-P, or S-S) for constructing ToR-graph; we 
use the AS-relationships data from CAIDA [13].  
B. Physical path characteristics inferred from ToR-graph   

Since we aim to use a heuristical approach for finding 
maximally-disjoint overlay paths, we first look at AMP data to 
evaluate the effectiveness of our proposed techniques. To see 
the impact of routing-polices on path-inflation; we compute the 
shortest-paths between AMP hosts in the ToR-graph and 
compare it with the actual number of AS hops on the direct-
path using the trace-route information from the dataset.  We 
find that while the majority (57%, see Figure 4a) of paths 
between AMP hosts were shortest-possible AS paths, 23% of 
paths were inflated by at least one AS hop and around 10% by 
two AS hops or more.   

We also measure the total number of edge-disjoint paths 
found per source-destination pair (Figure-4b). Around 47% of 
AMP host-pairs have two and 10% AMP host-pairs have three 
edge-disjoint paths. 
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Figure 4(a). (left)Inflation on paths between AMP hosts (AS-hops). Figure 4(b). Number of disjoint paths for source-destination pairs using ToR-graph. 

Figure 4(c). Relationship of average delay on direct and indirect-paths  (AMP Dataset 30 Jun 06)    



 
 

 

C. Performance-Evaluation of Greedy-Approach 
1) Selection of Alternate Paths 

The greedy-approach selects alternate-paths between source-
destination pairs by ranking them on the basis of their degree-
of-disjointness from direct-paths. For this, we first use the 
traceroute information on all possible one-hop indirect paths 
and compare the number of ASs which are common between 
the indirect path and the candidate-path selected by our 
algorithm.  

We define degree of disjointness (σn) of nth overlay-path as 
being the ratio of the number of ASs that are common in the 
candidate valley-free disjoint-path computed by the greedy- 
approach (cdp) and the nth overlay path. We use this degree of 
disjointness to rank overlay paths. Thus, given the candidate-
disjoint-path (cdp) between two AMP-hosts (s and d) by 
greedy-approach, using the ToR-graph as AScdp=[ASs ASw ASx 
ASy…ASd] and the corresponding one-hop indirect-path 
between the same host-pair as ASn

1-hop (for the nth indirect-
path)= [ASs ASp ASq ASr …ASd], the degree-of-disjointness 
coefficient (σn) is given by (1): 

 
        σn=  |ASn

1-hop∩ AScdp| / | ASn
1-hop|           (1) 

(where | X | denotes the number of elements in X.) 
 
An alternate path n is selected by the greedy-approach if the 

partial disjointness is greater or equal to some threshold value 
σ, i.e. nth alternate-path is selected if σn≥ σ. We report our 
results as we varied the value of σ from 0.2 to 0.7 (i.e. least to 
most disjoint paths) as most σn values were in this range. 

Note, if the number of edge-disjoint paths in the ToR-graph 
between a given source-destination pair is only one (Figure 
4b), the greedy-approach may actually choose the shortest path 
as opposed to more circuitous disjoint-path. Note that this does 
not invalidate the effectiveness of the greedy-approach, since 
even selecting a shorter-path between AMP hosts can still yield 
a path that is disjoint from the primary-route if the direct-path 
is inflated (Fig 4a). If the direct path is not inflated then 
greedy-approach is unable to filter one-hop indirect-paths on 
the basis of their disjointness from direct-path. Interestingly, 
we found out that for such source-destination pairs showing 
little or no path diversity, even the most intuitive strategy like 
the Earliest Divergence Rule [15] was unable to select a small 
number of candidate alternate-paths because a large number of 
alternate-paths diverged at the same AS hop. In such situations, 
[15] proposes the use of selecting paths based on additional 
path-performance criteria such as delay constraints; the focus 
of this paper is not to investigate such criteria; the performance 
is evaluated strictly under the disjointness criteria mentioned 
previously.  

 
2) Predictability in Selecting Good Disjoint Paths 

We measure predictability of greedy-approach as being its 
ability to select good paths (defined below) when the direct 
path has bad path metrics. We use delay-metric to rate path-
quality as delay and loss-rates on paths are highly correlated 
[15]. We thus formally define the predictability of the greedy-

approach as its ability to select good paths (as explained 
earlier) and defined in 2: 

 
Predictability=Prob[good-selected/total selected(good+bad)]  (2) 
 

From the data-sets we found that if the direct-path i had 
delay Di then the delay of majority of alternate paths ranged  
between Di and 2 Di (Figure 4c), hence selecting an alternate 
path does not make sense unless the delay on the direct path 
exceeds a factor of two already. We designate a direct-path as 
degraded if the path-delay exceeds its average delay by a factor 
of two and an indirect-path as being good if its delay is still 
within a factor of two of this value during the time the direct-
path stays degraded (otherwise it is considered bad). [15] finds 
that, “…which paths are good alternates to avoid delay 
degradations is relatively insensitive to the exact definition of 
delay degradation”. 

We next carried out simulations to analyze the fault-
tolerance properties of maximally-disjoint paths when the 
direct-path undergoes an outage. For all AMP hosts, we 
observed intervals when the path between them suffered from 
outage or path degradation as defined earlier. We investigate 
which indirect-paths offer better performance during the entire 
period when the direct path is degraded by using the time-
stamps in the RTT trace files in the AMP dataset [2].   

The greedy-approach reduces the number of candidate 
selected paths as the disjointness threshold σ increases from 0.2 
to 0.7.  However, as we increase σ to 0.7, the number of 
candidate choices also reduces to zero for approximately 50% 
of samples (Figure 5). This is because the candidate-disjoint 
path (cdp) selected by the greedy-approach only potentially 
identifies ASs on most-disjoint overlay-paths. It is possible that 
many of the ASs identified are not present on an overlay path if 
we set σ very high.  

We found that the predictability of the greedy-approach 
increases as we increase σ from 0.2 to 0.5; as σ is increased 
further the predictability of the algorithm decreases as 
supported by Figure 5. We plot the predictability-metric for the 
greedy-approach for both June and August datasets for σ=0.5 
(which gave us the best results for predictability) (Figure 6). 
The greedy-approach gives high predictability for both 
datasets; having probability of success of 0.7 or higher for 80% 
and 60% samples for June and August datasets. 

For performance comparison, we also show the results of 
selecting paths using the Earliest-Divergence criteria [15] 
where those alternate paths are considered whose AS paths 
separate from direct path nearest to the source. Overall we 
observed that selecting alternate indirect-paths on the basis of 
greedy-approach, not only selected fewer disjoint paths than 
Earliest-Divergence [15] criteria, from 60 to about 5  (σ=0.5) in 
50% of the samples; but it also improved the predictability by 
at least 10-20% over Earliest-Divergence [15] selection.  



 
 

 

V. RELATED WORK 
Finding alternate-paths to act as a backup when primary 

routes fail in overlay networks is previously explored in [14]. 
Anderson et al, designed RON to be a resilient routing tool for 
the Internet by implementing a small link state overlay (50 
nodes). The overlay tries to find the best alternate path to the 
destination. The best path may be the default Internet path or 
an alternate overlay path. The design posed scalability 
problems due to extreme bandwidth requirements for active 
probing of all virtual overlay links and subsequent 
dissemination of this information using a link-state protocol. 
[17] shows that in most cases alternate paths can be found 
using at most one overlay hop but does not address the path 
selection problem. Topology aware approaches have been 
extensively studied to counter the scalability issue. [7] 
discusses a proposal for ‘pruning’ the overlay topology through 
removal of redundant physical links which are not likely to be 
selected by the overlay routing algorithm. Disjoint-Path 
selection in the Internet has been recently investigated in [15], 
which proposes selecting an indirect-path through an overlay 
node whose AS-level path digresses most-quickly from the 
direct-path.  

VI. CONCLUSION   
This paper presents the first analysis of computing 

maximally-disjoint paths in overlay networks using ToR 
graphs. Disjoint path computation can be used as an offline-
heuristic to supplement measurement-based approaches [14] 
which are not scalable, or for alternate indirect-path 
computation when the direct path between two hosts is affected 
by a performance failure or an outage. We proposed and 

analyzed the performance of an intuitive greedy approach for 
computation of such disjoint-paths using real world Internet 
datasets. Our results show that such heuristics can be used to 
select alternate paths to bypass path outages or degradations. 
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Figure 5. Number of candidate paths selected by greedy-approach for the AMP-datasets: (a) 30 Jun 06 (left) and (b) 31 Aug 06. 
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Figure 6. Predictability of greedy-approach for the AMP-datasets: (a) 30 Jun 06 (left) and (b) 31 Aug 06. 


