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Abstract
Most research on Distributed Hash Tables (DHTs) 

assumes ephemeral, lightly loaded deployments. Each 
node has a lifetime of a few hours and initiates a 
lookup once every few seconds or minutes. However, 
in giant internet data centers, each node has a lifetime 
of weeks or months and initiates hundreds or 
thousands of lookups every second. In such an 
environment, one-hop DHTs are superior to multi-hop 
DHTs. They use lookup bandwidth more efficiently. We 
qualify conflicting research to show that a single one-
hop DHT can indeed scale to at least a few hundred 
thousand nodes in stable, high-capacity enterprise 
networks. Two new designs are presented: One Hop 
Sites (1HS), a high-capacity DHT tailored for site 
redundancy; and the One Hop Federation (1HF), a 
global, hierarchic DHT that resolves an open latency 
problem. For both, the analysis a) confirms linear 
scalability to at least a few hundred thousand nodes 
and b) identifies the most sensitive design parameters. 

1. Introduction:
The Two Faces of Distributed Hash Tables 

There are two very distinct strands of research on 
Distributed Hash Tables (DHTs). One consists of 
multi-hop, peer-to-peer (P2P) DHTs. Five years ago, 
influential DHTs [1-4] were motivated by peer-to-peer 
file-sharing applications like Freenet, Gnutella and 
Napster. A lookup needs several hops to find a key, 
since each node knows only a handful of the nodes in 
the DHT. It is not practical for each node to maintain 
full routing tables if there are many millions of highly 
transient nodes. This research stream has generated 
dozens of DHT designs and hundreds of papers. It is 
unclear whether there have been any industrial 
deployments, but many interesting applications are in 
daily use and under development [5]. 

This paper refers to the other stream as the one-hop 
DHTs. Strictly, they may use a few hops. This research 
goes back at least to 1993 [6-9]. Early designs were 

tailored for stable, local clusters. A few, recent one-
hop designs have made peer-to-peer assumptions – 
transient nodes and relatively low lookup rates per 
node [10, 11]. 

The one-hop DHTs are superior to multi-hop DHTs 
when nodes have lifetimes measured in weeks or 
months and when there are hundreds or thousands of 
lookups per second per node. Given that Amazon and 
Yahoo deployments have demonstrated the scalability 
and usefulness of DHTs in stable, high-capacity 
networks [12], one-hop DHTs deserve research 
scrutiny. 

In Sect. 2, we compare the multi-hop and one-hop 
DHTs to ask “Why did we forget enterprise DHTs?” In 
Sect. 3, we revisit the conflicting research on the 
number of nodes that can be supported by a single, 
one-hop DHT. This research had made P2P 
assumptions. Our comparison extends to stable, high-
capacity networks to show that one-hop DHTs use 
lookup bandwidth more efficiently than multi-hop 
DHTs. Sect. 4 describes One Hop Sites (1HS), a DHT 
design for large internet data centers needing site 
redundancy. Sect. 5 describes the One Hop Federation 
(1HF), a global hierarchic DHT that avoids the risk of 
unnecessary, high-latency hops at the top of the 
hierarchy. Tanenbaum and van Steen had flagged the 
issue as an open research problem [13]. For both 
designs, our analysis a) confirms linear scalability to at 
least a few hundred thousand nodes and b) identifies 
the most sensitive design parameters. Sect. 6 
concludes. 

2. Why did we forget Enterprise DHTs? 
For the last five years, DHT research has been 

preoccupied with peer-to-peer (P2P) file-sharing 
networks. Such networks are characterized by short 
node lifetimes and low key lookup rates per node. 
Research has partially neglected DHT origins and 
deployments in stable, high-capacity enterprise 
networks.  
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The P2P emphasis is clear in seminal DHTs, though 
it was sometimes asserted that they are also suitable for 
stable, high-capacity networks. Chord was explicitly 
motivated by P2P applications [1]. The main Chord 
simulations dealt with a continuously churning 1000-
node network in which there are 0.05-0.4 join or leave 
events every second. Tapestry was introduced as a 
“second-generation” P2P system [2]. However, some 
of the throughput measurements in Tapestry nodes (up 
to 7000 messages per second, over 80MB/s) suggested 
application in high-capacity networks. CAN was 
primarily motivated by the question, “could one make 
a scalable peer-to-peer file distribution system?”, 
though its designers suggested it could also be used for 
large-scale storage and name resolution systems [3]. 
Pastry was built as “an object location and routing 
substrate for wide-area peer-to-peer applications” [4]. 

P2P assumptions affect DHT designs and 
simulations. Chord, Tapestry, CAN and Pastry are all 
multi-hop DHTs. For example, in a network of 215

nodes, the expected hop count is 7.5, 3.75, 14.14 and 
3.75 respectively for Chord (degree=30), Tapestry 
(degree=56), CAN (degree=20) and Pastry 
(degree=56) [14]. The assumptions are reflected in the 
most comprehensive performance simulation of DHTs 
[15]. For “lookup intensive” workloads, each node 
issues only one query every 9 seconds. Node lifetimes 
were exponentially distributed with a mean of one 
hour, to match P2P file-sharing measurement studies. 

Unfortunately, these P2P assumptions lead to DHT 
algorithms that require more overlay hops than 
necessary for stable, high-capacity networks. They 
waste query bandwidth. Given stable nodes and a high 
query load, two-hop DHTs might consume twice the 
query bandwidth used by one-hop DHTs. Many multi-
hop P2P DHTs use much more. 

This waste is significant because query bandwidth 
is a primary performance measure for giant data-
intensive systems. Such systems generally operate at 
high utilization, close to their query bandwidth limit. 
AOL’s data centers support over ten billion queries per 
day [16]. From his experiences with Inktomi, Brewer 
described this limit as the “DQ principle” [16]: 

Data per query × Queries per second = constant (1) 

While much recent DHT research makes P2P 
assumptions, some stems from DHT deployments in 
enterprise data centers (Fig. 1). Huang and Fox 
reported that DHTs are used for Yahoo user profiles 
and for Amazon catalog items [12]. The Inktomi 
search engine accessed a DHT with 1012 entries for 
word-to-document mappings [17]. Inktomi also used a 
database to manage user data, but it turned out to be a 

“mediocre approach, primarily due to cost, complexity 
and availability” - a highly available DHT would have 
sufficed [17]. 

Figure 1. DHTs in an enterprise data center [12] 
The earlier DHT research, predating the multi-hop 

P2P DHTs, seems more suited to the needs of 
enterprise data centers. The work by Huang and Fox 
was motivated by DHTs in a Scalable Distributed Data 
Structure by Gribble et al. [8]. They were in turn 
influenced by Litwin’s 1993 work on Linear Hashing 
(LH*) [6]. An LH* client required at most two hops 
for a key search. Litwin’s work has continued in 
parallel with the P2P DHTs, most recently with LH*RS
[9]. Like the P2P DHTs, it does better than hashing 
schemes which statically partition files over clusters of 
nodes.

3. Retrospection on One-Hop DHTs
The primary reasons that DHTs have been deployed 

in enterprise networks are the very high lookup rates 
and the massive, aggregate main memory indexes. 
Multi-hop DHTs should be used sparingly in this 
environment, since they waste bandwidth at very high 
lookup rates. 

A key question, explored in Sect. 3.1, is “How 
many nodes can be supported by a one-hop DHT?” In 
Sect. 3.2, we ask “How should topology updates be 
distributed in one-hop DHTs?” There have been 
conflicting opinions on both questions [10, 11, 18]. 

3.1. Optimal Use of DHT Bandwidth 
The number of nodes supported by a one-hop DHT 

can be determined by minimizing the aggregate DHT 
bandwidth - the lookup bandwidth and the topology 
maintenance bandwidth. The answer is sensitive to the 
expected node lifetime and the lookup rate per node, so 
generalizations can be misleading. 

There have been differing conclusions, as shown in 
Table 1. Rodrigues and Blake concluded that multi-
hop DHTs are required only when there are more than 
tens of millions of nodes [18]. Gupta et al. concluded 
that their OneHop design was suitable for up to a few 
million nodes [10]. Tang et al. concluded that one-hop 
DHTs are only feasible to a few thousand nodes [11]. 
There is a discrepancy of over three orders of 
magnitude. 

Why the differences? In the OneHop design, Gupta 
et al. assumed a bound of a few million nodes, because 

WAN 
Front Ends 

Application Servers 
Distributed Hash Tables

Databases / Fileservers 

Data Center

Proceedings of the 11th IEEE Symposium on Computers and Communications (ISCC'06) 
0-7695-2588-1/06 $20.00 © 2006 IEEE 















<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <FEFF005500730065002000740068006500730065002000730065007400740069006e0067007300200074006f0020006300720065006100740065002000500044004600200064006f00630075006d0065006e007400730020007300750069007400610062006c006500200066006f007200200049004500450045002000580070006c006f00720065002e0020004300720065006100740065006400200031003500200044006500630065006d00620065007200200032003000300033002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


